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1) 2024 State of Open Source Report
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3) Open Source Service Market Size, Share, Trends & Forecast 2034 :
https://www.futuremarketinsights.com/reports/open-source-service-market

4) Digital 2024 South Korea 2114 : https://datareportal.com/reports/digital-2024-south-
korea
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5) FHUIE|A(Kubernetes) : https://kubernetes.io

6) HMEZ2(TensorFlow) : https://www.tensorflow.org
7) OFILtX| ZtE7HApache Kafka) : https://kafka.apache.org
8) O|AE|R(Istio): https://istio.io

9) ZZH|H2A(Prometheus) : https://prometheus.io

10) 20243 QEAASW 7H0|= - https://www.0ss.kr/oss_guide/show/9a73fa3c-c233-
4e8b-8527-7d57ed7218f7
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GartnerQ| Technology Insight for Software Composition Analysis (2019) 211X
OHIME 712 LEAASWE TS I 11245H0F & AFYR= F7| 47HKE &1 QAT
(1) LEAASWIL H7|MC 2 MES 7H5740] 2717 (2) HOt Olsv= 8=t (3) HiT
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12) 2020 Open Source Jobs Report :
https://training.linuxfoundation.org/resources/2020-open-source-jobs-report/

13) Technology Insight for Software Composition Analysis (2019) E11A] :
https://www.gartner.com/en/documents/3971011/technology-insight-for-software-
composition—-analysis
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Open source compliance is the process by which users, integrators
and developers of open source software observe copyright notices
and satisfy license obligations for their open source software
components” = The Linux Foundation

14) Linux.com, Artifex v. Hancom: Open Source is Now an Enforceable Contract :
https://www.linux.com/topic/open-source/artifex-v-hancom-open-source-now-
enforceable-contract
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(5) SBOM 2|

2M0| =7t W2t SBOM(Software Bill of Materials)
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B2|7} s QA2 EAGHD QICF SBOME ATEY0] 74 R4 ZOIMA, E44 Sof
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=

1) 22 SBOM 4| S&

@o=
-20214 58 T 14028 LH', o1ef HB HAXL0|7H SBOM KiE 2|25t
- 20234 9% FDA, 227|7| HIZYH 0l SBOM HIE 27 ¢E™
- 202413 38 CISA, 2 Q1T a2t AR CH3H SBOM 27LARY ¢E
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- 2023 78 AO|H] 2212 #(Cyber Resilience Act)'” ZEQt 291 SBOM 27ARS
st
-20244A: 2|5 H
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Io
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16) HHH 14028 YH : https://www.nist.gov/itl/executive-order-14028-improving-
nations—cybersecurity

17) FDA, &l&717| MZRIA0ll SBOM MiE 7 UH :
https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity

18) SBOM QFAFS! : https://www.cisa.gov/sbom

19) AtO|H 2= H(Cyber Resilience Act)
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
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fHOF 7H0|=2t21 1.0 © https://www.kisa.or.kr/2060204/form?postSeq=

20) SBOM 70| =22l &

21)SW 32Y Hot
15&page=1
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SBOM Cfl0& ZHgA}

AEY AER4 XIF AZER0 YO ZetETh= 2A 9 Al
A

EtoAgym

2|1 0|23t Hl0|Ef

Cg MI7HR BZ2tE 4

5) SBOM BEZ& Al

IS5 SBOME 71471 Bt=(Machine Readable)otE2
StLIE 2 E0{0F SiCY,

(D SPDX (Software Package Data Exchange)
- Linux FoundationO|A] 7{&$t QE AA BE

-1SO/IEC 5962:20212 =X E&3
-2 E4 210|MA E2 0
- SPDX ZAl YIALO|E®

7, XML, JSON, YAML, RDF & ot A XA

f

4=

25) SPDX SA! MALO|E : https://spdx.org/
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@ CycloneDX
- OWASPOIIA 715t AatE SBOM BE

ZQ EX Hot Ford #a|off =X, XML, JSON, Protocol Buffers X[ &
- CycloneDX ZA! HAIO[E>

® SWID Tags (Software Identification Tags)
- I1SO/IEC 19770-2:2015 &0 =2 H9|

-2 ENADEY N 20[ZAL0|Z [0 43 =& JHs, XML 7|8t
- NISTSWID H=

2t BES 195 SN THS XD QIOH, T30 WS SHo| Ufet MU SIS
M3t 4 QICt SPDXE 20144 B0, CycloneDX= &9t For Tlof 25e

HO|H, SWID Tagse= AIES 0] XAt 2|0 E3te|0f UL

0] & SPDX EZ0i| CHoliA & Cf AMo| HTHEX;

6) SPDX

047| M= Linux Foundation® ZZHEOQI SPDX0A 2= SPDX H&1} SPDX 2A
Ep B0 CHaH O ZICE SPDX BEES 20213 9% 1SO EE(ISO/IEC 5962)2&
g& HJ&*.OI SBOM ILSHOICE, 7|19 SBOM 2| MA 7t 2E Hool SBOMS
e ZAK|2H ofLte| HoHS MERSHOF SHOHH =X HEQl SPDXE MX X|@ot=
g HETSIC HE0 SPDXE YX QEAA BH0|MA HAEZHO|HAE Q5 IS 0T
p A

HBH0|710f 7| REAA SO[MA H20 EEHOZ AFZY 4= QUL

>N
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re
B
;E

A

SPDX EZ2 2024 480 3.0 HHO0| Z2|ZE|RAC}. StX[T, 0] 2A0|A= SPDX
3.001 CHall ZHEtS| Avtotal, =2 WES i Ee| ABE A U= SPDX 2.3 7|&
AIHOHLIA} SHt,

26) CycloneDX Z4! IAIO|E : https://cyclonedx.org/
27)1SO/IEC 5962 : https://www.iso.org/standard/81870.html
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SPDX v2.3 Document shall contain:

[

SPDX Document
Creation Information

~——

SPDX v2.3 Document may contain:

Package Information

File Information

Snippet Information

Other Licensing
Information Detected

Relationships between SPDX
Elements Information

Annotations Information

[
[
[,
[,
[
[
[

Review Informatio

| et el e

SPDX= AZEQO{7} 5t U= T7|X|, MY, ALTI(ZE X2f) SOi| theh 2429
2i0|MA, MM, MAHH SO HEE e|gt 4 ULt E5t SPDXE Aslz HES ¢l &
2 QUEZ JSON, YAML S Z2T24Y HOZ EA ZEE 4= A== BRI A Ee
H|O|Ef ZLoHS XEHSIICE. SPDX 2.32 Of2H2| Y| 7+X| ZLoHS X|SHCt.

«JSON

« YAML

« Tag/Value

« RDF/xml
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SPDX 3.0°'2 20244 42€0f| 2= QAOH, O|F KM HIsH § S5 2% 7t
TEE MBS F2 HE MYORE BE 7RO JHM, MER T2Y AJA- £¢)
72|11 JSON-LD 7|gte] Z|Hst S0 ULt SEX|ZH SPDX 3.02 OFE| =7t X[ 24t &
HMEO| M[2HH0|E 2, SIxiZ A= SPDX 2.3 AF8S ARSIt

SPDX #42 100 HO|X|7} H= HA| §b2 22| 2A1017] HZ0l| X5 SPDX E&=0
DX

950 2AIZ ZHoH A2 HX| T SPDX BRHEL Excel2 AH4E SBOMS
SPDX 2MZ XI5 #giohs =75 FZoHD Uk 5, AFSXH HXf SPDX ZRIHE|A
H|IZ3Sh= Excel template te% CH2HO0RA 2 AIE0 2L HE 7|RIT.

Package Name SPDX Identifier Package Version Package FileName Package Supplier

Person: Jane Doe

glibc SPDXRef-Package 2.11.1 glibc-2.11.1.tar.gz (ane.dos@example.com)

4
Saxon SPDXRef-Saxon 8.8 saxonB-8.8.zip

» Document Info Package Info External Refs Extracted License Info Per File Info Relationships

[SPDX7} Ml&Z8H= Excel I Z4%]

72|11, 0] Excel IHUS SPDXOIA XISdtH=
BHOI JSON, YAML 52| G|0|E| HEHO 2 Hak5h &
AIO|E 0fl M 5= SEHO| HIO|Ef HUO R | HEHS! 4 QI

-
H
1
il
=
0o
ol

tH SPDX7t X|&ot= H|O|E
{HESEA= SPDX Online Tool

28) SPDX 3.0 : https://spdx.github.io/spdx-spec/v3.0.1/

124/
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Convert to other SPDX format

From T
Tag
RDF/XML

XLS Spreadsheet

Upload SPDX XLSX Document using the button or by d JSON ng onto the dashed region

Select file ‘ XML
YAML

No file selected

Converted File Name

[SPDX Online Tool - Convert to other SPDX format]

{0l HHE SBOM &[A LA 9I3}E‘| SBOMZ XS =E Mdkl= 2+H0|0{0F gt

Ct. XIS7HK| 22t SPDX ZAME U= HH2 AF0| Excel S 2HEotd, 015 22t

210 M SPDX HElZ ZHEE 522 s-dok= Y40]7| W20 0| 2XIE AS3tot=

L==H0| QoI SPDXE LSt ToolS MBS0t T2 12HAXO 2 SPDX EME dde

=+ s LHS S, 7|82 2ZEQ 0 2= Z2MANM A52= SBOMS ddst
= o

E
11, SPDX HE{C] SBOM EME g & U= &ES HF0{0F 2T

(6) LELASW #| =7 ATH

UM At AN LEAASW AL ME QFALY E42 2 24 S0l Al
A& SDLC(Software System Development Life Cycle) ZAMI0A] XX AzH 8

2LIEZ0] ZR35ICt 0]0f] SCA(Software Composition Analysis)2hs QEAASW 2|
CTS0] MAGLE SCAE HOF 3 20| MA 778 E4-8 Wt #2[sh7| 9I8t ASEtHE
D= MAE MSSHT
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1) QEAASW BRITT Me7|E
Gartner| Technology Insight for Software Composition Analysis® =AM SCA
Lot B 7|20] NMIAZ[ =0 Of2Het £,
O ¢t ot HO|EH|0| AT OFAZ| Q=717
[JIDE % Repository ¢1&, = Commit(FH%) M LEAASW HIt 7|5 S IHLA K[
0| & o Ql=7p
O 2= 20|MAE X610 B 116k 7[50| Y=o

O2foldA S Ass 28+ U7k

et

2) FL QEAMASW H2| =7 AN

(D FOSSLight - https://fosslight.org/

FOSSLIGHT

LG™Xt= FOSSLight LEAASW Project2 FOSSLight Hub®t FOSSLight Scanners
S/HRHLE, FOSSLight Hubs RLEBAASW, 2t0[MA 12|10 HOHEFQFETIX| M ohE 22 M
= AN ADEQ0 AE Al ComplianceE &=0td] HOFAMO = 2E] OtXGH|
ANEE 4 QU= o0t w5 T2 HE 8 BOM 22|, 2f0[MAQ| O|FALSH 2l HOEF|OFH
%3] 7|52 HIE5t0 0SC(Open Source Compliance) ProcessE $=8ist 4= Q=2
Z=Lt, FOSSLight Scanner= Dependency, 2A FE HIO|HZ|Z2E QEAASW

HEE ASk= =0T

-

29) https://www.gartner.com/en/documents/3971011
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o FOSSLight AF&ALZM

@ Olive (Kakao) - https://olive.kakao.com

a OLIVZ= Platform

(Kakao Olive)

Kakao= AfAtS] +E2 ZRMEO| QEAASW RIS 2o AESIH AIAYS FLt
MEE 4 UXS OLIVE Platforms 7= #AMH|AZ 2E3YC. OLIVE Platform2
D2HE MAIZL AHS S A8 QEAASW ARLHES X3|5t11, QEAASWE
cfOlHA ORI 0|2+ S 2IQI50] 11X| 2R E 48+ UEE X
2| AHIALE H1, 20 YA QEAASW HES SHE KUK T

T A2, A8 2010 T2HES 3|5t 20lMA AR S0l UX|E
U22EES & + Q0. AEol7|E 0180t 2

2t A 210] 7S5,
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o
D
35
o
@D
S
(@]
<
1o

of, Hote @l AH|A AFZ0] 0L, AAFE LE0| R2ks 49 2ol AlZY
UEF OLIVE CLIE HMSetth. OLIVE CLI= Ar8AL PCOIM OLIVE Platform 7152
A ACH, 2210] PAT SEHNME AR E L U,

LIVE AFZAF ZM

LIVE CLI ALEA} 2

4 B

0
0

® Fossa - https://fossa.com




7| QEAASW HBHA Tjoj=

22015 SEE del28e| AHEYNN MSots MHIAR, SFe LEAAS

=-
GIOIE 3 Yt HM HHHAAS HMSettt. (/D 8% & DevOps &S XIE5HH
E

=
=
m

JHEER} RIBHY 7|52 A0 U Twitter, Uber, Zendesk St IIEHE 91
20, JS Foundation, Linux Foundation, NPM St ME5t11 QUCt 7|2X01 A2

FROU LR FHs5S wEE NSoHH, § #27H 1003 0] 40[=tH AEZ240]=

HH0| HEE.

1O —

@ FOSSID - https://fossid.com

FQSS ID

20165 AZRIOIA AT FOSSIDE QEAASW 21082 2 H0t Fory T2|Z 93t
SZHO[CE, AA TE U QEAASW HEHES HXI5HD, 2t HEHAEC] 2ojMA o

=
2Ot FOPKS AlMSIL) WISt QEAASW DB U A GlOJE] 4
SEALE] % S

LEAASW ATt FHO| UL

® Black Duck - https://www.blackducksoftware.com/

BLACKDUCK

Black Duck QEAASWE Al25H= SO ¢
S o2 E e ZZMQ £2MO0|CH MEHHQ
2H0| A0S HEH| HAN QLEAASWE| 2H0|MAQL HOKS e |SITt, HEt:

=
=
LES E0|7| Aol LE a4 AMO| T B2 YAS FI610 L=l U= BOMS it
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® Snyk - https://snyk.io

snyk

SAASW 2H0|MA Fobd HE|E f{et MH|AS MSSICHF 2020HFE 2H0|[MA
&4 22| 7150 F7HERACE Dependency Tree 504, O+
ZLHY S 7= MaotH, MY Hot HE0| 2|5 E RISttt

P =P ME AL, HEY

SIXH Docker 24| S& HOt ITELZ IBM Cloud, RedHat, OpenShift, Kubernetes St
HEE W AT, Rz AME 7tsotA|TH E 722t Z2(0|¢ 7|50 M2t R Plan0|
MEHOZ OFAZ|0f QUL

@ WhiteSource - https:/ /www.whitesourcesoftware.com

@ WhiteSource

2011 RO 2t0[MA Fas I FOFY Ha| MHIAS HISoHH, 22 & MH|AQI T
BICHSH HIO|EH|0|AS SHE5LLT QUCH 110 7 0|49 AATE MA 2007 0|49
AIX|E, 19 71 02l 20|22 E Sfot UCH 70| ¥ MH|2|A § 2&
stAg X5 X Microsoft Azure DevOps MHIAZE HEE 1 QUCt GitHub2l
UltimateOilM AEE &~ = SHCE MSEHLD AUCH GitHub Package= X[t
WhiteSource= 72821 A &2 £=0|0H, H 27t 20HS H0{7/IH REE ARE
7tsot, 7t Z2|0|Y 752 MSTHt.
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FOSSology - https://www.fossology.org

>

fosso

@)
(@]

AA FE AL EZ2 AA T
FOSSology2| AtA[gt AX| 2 AL
https://openchain-project. g|thub io/OpenChain-

x i
0

WG/gU|de/append|x/3 tools/

fossology

© Codeeye - https:/ /www.olis.or.kr/codeEye/introduction.do

®@odetye

CodeEye= QEAASW 2H0|MA H|W -2 - HAS 5 AFH0] HoF & %Ri(Eye
Checking)2 H&oH sAoIL E88 FE MARCZE QEAA AR Al E40H0}
2 2fO[A(GNU GPL &) U&S SMHO =2 ZHAGIH HOEL, St kA7 el 2|0fA
TEE 2EAASW DB(AIEH Update)S 71222 ZHAIGHH, 47|87 =Y AldE
MBZE(EA71Y9 G2 0 ME S4A7|Y Y22 FR2 AHI AT,

Clarity - http://insignary.com/
@D insignary

Clarity= HIO|H2| ZE 2MS Sot LEAASW &2 EFMOZ HiO|L2| 2=
=X Q

AINESHH ATEQO LiO) EAASW ZHEHEE AHGH of

OE'. ]
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2ot FoF YEE MSS. 71Y2 Sa2/E 2| o2

A gl
TE Has sol Efolﬁé SIEtol| thet A& 0|52t QLEAASW HOF FAUFS A0
2

@ LABRADOR - https://www.labradorlabs.ai/

Labrador

< ZH| OAI7t Q= SfOIEA Tt AR ZX|7

MO=Z [ w21 Fefer THO0| 7H55HH.

Chget 4 KB O/ B01 12 HOf 7 208 HHST A2 B 01
7

AT

@ SW360 - https://www.eclipse.org/sw360

Csw360

ADEL00| ZetE FdQAE Heloh| figt =70|H. LEAASWE Z3fot= ME

S JHYSHL BHRESHE 7| »0[2HH 2t MIS 2t 2|4 HHOILE AFSet QEAASWO| HH,

2tO|MA SO GEE +85tl FXCH0F BITt. 012 Soff 7|Y2 SHIE LEAASW HE

2to[eiA 2ES sl 4= AUTE SW3602 LELAASW HEE FH5H| gt =+10|Ct
o

SW3602 AfMet X H AFS HE2 T3 A0IEE g 4 UL

._,_

https://openchain-project.github.io/OpenChain-KWG/guide/appendix/3-tools/
sw360
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@ SPDX - https://spdx.dev

IZSPDX

SPDX(Software Package Data AZEY0] HE wet HAls BESI5H0 0|
of7| fIgt =1 E MISTH.

i

0[5t

ClearlyDefined - https://clearlydefined.io/

;ﬁk:lea rlyDefined

ClearlyDefined= QEAASW C|O|EHH|0[A

=X, 20[HA 59 YHE =2

Mot AMER7t LEAASWE

4 901 90, 8 Hol 987 Sl NS
RHO2 HO|ES i 4 ¢ sto

o MEN Ql= QEAASWY
H|O[EH|0|A =5 7hsoH eitt.

M=

QEMASW 20[MAE=

& A HE YFE A
Mt LEAASWE MESIRALH, oy LEAASWO| XA 2t0|HA ARS
IR[SI] SR AIE Eol{0F Bttt 017 |Ai= X2t 2 E WSS HATHE RS ottt
1) 1X| &=
@ XA UK

AA FEO| KA 1 X|= YHEO R “copyright”2hs HOIE Helot0] At KAFHAL

=2 2AHE Zefots AR 0|FOTICY. 0l2{8t UAl= MAZ0]| et X2#0]
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2. QEAASWAIE 7I0|E -7 | H

USS THE MSAO|A LA FH ofH, MAH ARAE AEok= H B0,
QLEAASWO Tiet MEHEARED Ot 2 £5{7}F JUCH, 56 ARAL, LEAASW

7| E2 BAlBH | elt}, s YEHO 22X AN E HEE 2|0[5HH, MAH Hs
/|2ts 27Eoks Ul A2 o U=E MAE 7|¢hs 2|0[6H | & oit.

Copyright (C) year1, year2, year3 MZHH HQXt

@ 2to|MA DX|(AH2 ML)
H2 QELASW 2H0|HAE AEet LEAASW 20| A S FAISHL 20| A
X

A2E HEO0, QEAASW AEAS0] LEAASWO| 2ot HE|E

Apache Llcense(0f])
1. You must give any other recipients of the Work or Derivative Works a copy of this License.
MEZO0[L IHY MASS A= BE AR 2 20[HAL| AF2S XIS 30 STt

@4 g 1X|
Apache 2.0, MPL, GPL 2.0, GPL 3.0 ¢ 2l0|MA= o
RIgt 242 QTFICH 2MF AR, 28 AR S 50| B3t LISE Z3I01ES Bo2M

=
HEdt 70| Z|0{0F BTt

k!

Apache License(0]))

2. You must cause any modified files to carry prominent notices stating that You changed the
files.
SE Do tiohMe e 3t

rir

AP MIBH=REs QRS TS0} B,

2) 11X

o
I

QLEAASW ALE Al DX|QF = 20[MA0 w2t DA] HHO| MEXCZ Lot UT|=
ofct. CHEXQI 2t0|MAQI Apache 2.09] A2, LICENSER NOTICE YUS &1,

2Ol MA HNAH UX| SO AN E ety S Qotal UL
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(@ Apache Royale ZZHE*2| 0f

Apache Royale
Copyright 2020 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

The Initial Developer of some parts of the framework, which are copied from,
derived from, or inspired by Adobe Flex (via Apache Flex), is Adobe Systems
Incorporated (http://www.adobe.com/).

Copyright 2003 - 2012 Adobe Systems Incorporated. All Rights Reserved.

The Initial Developer of the examples/mxroyale/tourdeflexmodules,
is Adobe Systems Incorporated (http://www.adobe.com/).
Copyright 2009 - 2013 Adobe Systems Incorporated. All Rights Reserved.

The ping sound effect (ping.mp3) in examples/mxroyale/tourdeflexmodules/
src/mx/effects/assets

was created by CameronMusic. (http://www.freesound.org/people/
cameronmusic/sounds/138420/)

@ Apache Hive Z2HIE9| Of
- NQTICE

Apache Hive
Copyright 2008-2018 The Apache Software Foundation

This product includes software developed by The Apache Software
Foundation (http://www.apache.org/).

This project includes software licensed under the JSON license.

30) https://infra.apache.org/licensing-howto.html
31) Apache Hive Z2HIE : https://github.com/apache/hive




| 2ELLSW ALES}|

2. QEAASWAIE 7I0|E -7 | H

— LICENSE : Pointer &Al0 2 11X|

For the SQLLine package:

Copyright (c) 2002, 2003, 2004, 2005 Marc Prud'hommeaux

From: http://sglline.sourceforge.net/#license

"'SQLLine is distributed under the BSD License, meaning that you are free to
redistribute, modify, or sell the software with almost no restrictions."

Statement from Marc Prud'hommeaux regarding inconsistent licenses in some
SQLLine source files:

SQLLine was once GPL, but it was changed to be BSD a few years back.
Any references to the GPL are vestigial. Hopefully the license
declaration at http://sqglline.sourceforge.net/#license is sufficiently
authoritative in this regard.

- /binary-package-licenses/ : HIO|L{2| U0 ZatE QEAA 2HO[MARL KAH

x|

@ 71712E729| o

KokaoTalk: € KakaoTalk
& e <
XPP3
A
=8
w":l!mmmh
29|87
p—
o
Q17| 7|8E H| A O] 2F2 ettt conlacan'ac
o5 ActionBarsherlock

Apache License 2.0
=X Rt hwsiligithub com/thiasosimal Alesei

bitpsi//android seoglesour

Android - platform - frameworks - volley
p i gl

32) 717tRE : https://www.kakaocorp.com/service/KakaoTalk
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@ LGTXF 2| of

Open Source Software Notice

This product from LG Electronics, Inc. contains the open source software detailed below. Please refer to the indicated open source licenses (as are included following this notice) for
the terms and conditions of their use.

Open Source | License I Copyright

ophoto 258 LGPL-21 Copyright (¢) Lutz Mugller <utz@users sourceforge net>

Capyright (c) 1994-2017 Free Software Foundation, Inc.
Copynight (c) 189 Erik Walthinsen <omega@cse.ogi edu>
\-olugins-base 1140 2
gst-olugs 2 LEPLZY Copyright (€) 2012 Malthew Waters <ysireel00@gmail com>
Copyright (€) 2015 Matthew Watets <matthew@centricular.com>

Copyright (c) 2009 Nokia Corporation andior its subsidiary(-ies)
Copyrignt (€) 1999 Erik Walthinsen <omegag@cse. ogi edu>
Gstreamer 1,14.0 e
e LOPL-21 Copyrignt (€) 19992000 Enik Wallninsen <0megag@cse.ogeou>
Copyright (c) 2000 Wim Taymans <stay@chelo ba>

libexif0.6.21 LGPL-21 Copyrgnt (<) 2001, 2002 Lutz Muslier <lutz@users. sourcelorge.nets

Copyright () 2004-2006 Lennan Poettering
Copyright () 2006 Pierre Ossman <cssman@cendio.se> for Centio AB
pulsesudio 2.0 LGPL-2.1 Copyright (c) 2009 Tanu Kaskinen
Copyright () 2000 Vincent Fikal-Ansary <fall.v@azurdigialnetworks net
Copyright (¢) 2008 Colin Guthrie

The source code for the sbove mey be blsined e of charge of LG Elecironics inc. st HQ.JC0AUGEGR 08, m, LG Eleckrunkcs, Inc. w
CD-ROM for @ charge covering the cost of performing such distribution 2 cost af media, Shipping, and handiing
valid for a period of three years afler our last shipment of this product. This oo o vold o ‘anyone in receipt of this information

ode fo you on
This offer is

Please be informed that LG Electronics, Inc. product may contain open source software listed in the tables below.

Open Source License Copyright
‘android-device-googie- J A

I Bpache-2.0 Copyright (c} 2016 The Android Open Sourcs Froject
basefd 2ib Copynight (C) 2011 Charcoal Design

EET EET License Copyrigh (c) 1996-2001 Takuya OOURA

(8) LEAASWE| HOtF|OFH

1) QLEAASW HOtO| ZQ M
QEAA ALES0I= HIL| ALEY 0] T 2710 HUOH, T MBS X&Ho=
Z71511 QUL Sonatype?| 2024 AZEQ 0] 22Y S8 A0 2H, 20244
UNK| LEAA IH7|X| CHREE 27t 6.6% 710f 0| Z2=Z oA=L 0= HE iy
52%Lt S7tet #=X[0|Ct,

33) LGTX}: https://opensource.lge.com
34) 2024 AZEQN S5Y S H1IAL:
https://www.sonatype.com/state—of-the-software-supply-chain/2024/scale

o
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O LEM ME BT FN|
QEAA DZHEO| 20t ML 1A 255111 QICt 20244 7|F 0=
~Java (Maven) MEfA: 6,72 7Ho] T2HE 1 870Ct 7§2| HHH
- JavaScript (npm) MERA: 4808t 7He] T2 ME 4 880Ct 7§2| H{F
- Python (PyP!) A4EHA|: 63.58t Q] TRME 6600t 1| HIA
- NET (NuGet Gallery) AEHA: 66.42t 71O Z2HE 1,050t 7§Q| HX

Ol2fet B7t Mz LEAAIL ADEY0 HHOA XX[oh= HISO| E0L 2XIE &
HOZEC. HH|Z 2itf AZERH OHS2H0|49] 90%/t LEAA HEHERZ 950

QICHT BHC}

[

@ADER 0 S5 H2O| YO 20| 2FEAA

OEAAL YT NS ATEY 0| ZFY HOH| 0| QEAATL HYE
SIRIZ ARSI BISUCE J2ILt Ol SAI0) ME2 Bt 9|30l §9I0] 57| B,

Sonatype2| EIM0|| M2M X[t 1EH7E 518 2 847709] ofd TH7 | X|7} LA AUOH,
Ol&= M CHH| 156% &7t 4=X|0|Ct,

Ol=fet ofd Ij7| K|
=

=
RSatE UE BAS

2 7I1E9 Hot =42 = HAloh| 02 ZR7F Bot, JHEXAL}
x I =EAZIL S0l WEAE A BHICE St

M=Z2 789 S5 40| S/t A0 HS F2|7H o,

QEAA HOIO| ZOX

ro
0

«0o| 7|5MQ ZHE 0 ZHA, §X JLHIX| 21T
QUCH MH 2 @E AA MH|A AR E1M(2024E)70] 2H, QEAA MH|A AIM2
2028E7HK| AHT 24.3%2 YRER 1,074 6,0008 H2 722 HAE A=

GIAEICE O[2{3t ARJS| S2et HER QEAA Hote| NS CIS 2711 Tt

[

35) MAQ QE AA AMHIA AR EIA(2024H)
https://www.giikorea.co.kr/report/tbrc1429891-open-source-services—global-
market-report.html
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M2, 7|8 RS2 LEAA ALS0| ME 0TS ZUEGIHAM L, 2EE Hot 23S
Zaskol| st HAAQl H20| ZQSIT 0l= SBOM(Software Bill of Materials) 22,
KIEHQ FUE HLEHY, J2|10 AMEst IIX| ME S8 Zalet SeEQ QEAA Hot

i [ = R =
AlGHS
ugs 07

_{

_{
19

s

10
0
L

4=

r

tt.

nl

2) QEAA B Z{orH 33t
QLEAA ATEQ0Q ALZ0| 550 W2t 2ot FoFy #2]2] Z240| B f24& 1
o

QUL Z[A SAH2t EHIE

g My O
>
H
HL
El
b
0}
L
Q
bl
40 U
ol
o
Ok
N
=
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]
(@]
o
Qﬂ
rir
N

SOOI 2ot M 20 F+HO0|H

@zt SA R EHE

SonatypeQ| 2024 AZEQ|0| 23 3% H A0 ME2H QEAA HOE Forxu}

BEE £Q £/ Y EdCE C19 T} 2Lk

[

- 2024E 7|EC 2 REAA IF|X| 22 E 71 6.6 10| 015 A2 OdE|H, Ol=
T O] 52% S7Fet =X|0]|Ct,

- At 182E 5120 2,847719] 24 TH7 |X|7F HAZIUCH, Oli= M THH| 156% S7tet
+X|0]C.

- QEAA DZHEOI 0%/t 1 Ol YHOIEE|X| 42 S5ES Z&fot /2, 0]
S 95%= Q! CHRH0] 0]0] ZXHRIC.

-=24E 7|Y OHZS2A 0149 3.6%7F YLI0IE 0= 0] Fefet MES AlEot

Ol2fet /= REAA Eot FOfH0| AEHL= S/toril AULH, 7|f=2| thS0] OF

36) 2024 AREQN Z5U e H11A:
https://www.sonatype.com/state-of-the-software-supply-chain/2024/scale

<)
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OWASP(Open Web Application Security Project) A HHESH QEAA ATEQ| K Top
10 2 ATVE HIHOR T F(oFY QY1 37 HIEE ATHHH CH31t 2T

- 2T F2F™(Known Vulnerabilities): CVE, GitHub Security Advisories 52 S5l
SME FYF =, MX|7F HSEAK| LAHL MEE K| L2 42 Hotct.

Ofl: Log4Shell(CVE-2021-44228)

!

HMast 7|X|9] &4 Compromise of Legitimate Package): 24X/} 7|&2] M6t
OZHELF R QIIEtE &4A|A g TEE Fot= 0

Ofl: SolarWinds AHO|H &2

-0|& &8 3Z4(Name Confusion Attacks): EfO|ZAZE(typo-squatting),
2= (brand-jacking) §2 YWHOZ HYsH 7| K|t RAISt 0|59 2ty
{7 |X|Z BiZE5k= SZ0|Ct.

[

[XELE|X| o= AT EQ|0{(Unmaintained Software): T} 0|4 M= XOF JHHE[X|
Ol= ZRHEL HTS AFEotE 82, EoF HX|7F NS & X] 240t &gt 4= ULt

-

- 22& AZEQ0{(Outdated Software): MZ2 HTO0| ZXHSH0|= 276t 2=
HES A& AFSot= 30|t

Ol=fet FA™S fo| EMIETHOFLI2t ATEQ0 SEY TIA0| ZZ
FIgE HUEHHH. 53], Sonatype?| E1A0] MEH ofd IH7 X9 552 HSH?!
oy

P EENEES

rlo
0
A5
ol
[all
n
o>

Mtk 71gS2 Bl L FH4EE Milots As g0, HH AZEY0 S2Y0|
XMO| A
=

Cer Z2XMQl 5ot Mats +Eotal Hls0f oIt 0l= XX BUHE, M&e
YLI0|E Mg, T2 WA s S& Eefet SN Sds 27T

37) QLEAA ATEN Top 10 2|AF : https://owasp.org/www-project-open-source—-
software-top-10/
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3) 2 QEAA HOFAL AL 24

OEAA ATE0{0] HOt FOHS IS HES U1 4 0D, HT 2 174 of2y
ZQ5t AR7H AT 0[2/3t ARISS EAMBORM QEAA HOtO| SR} M
WEHS TIforE 49Ut

D B2 551710] 2 AR

a) XZ Utils £ (20244)
20243 38, XZ Utilsete 2lsA 2% 210[E 2|0l AM AZet S0 7 LA UL
0] FAM(CVE-2024-3094)2 22XQI JHLXL7} 20 22X T2 HE| 7|0 otHA

N2 We 5 HQIBH HO BN 0] A= QEAA DSHEO| TE 2 1Y)
S

b) Log4Shell £ (2021H)
20213 12€, Apache Log4j 20|22 2|0 EZAE Log4Shell FAM(CVE-2021-
44228)2 ISt H5E2 OIFCE O] FAF2 #4 F= HUAMS THsoHA ot SH2

Java 7|2t OHZ 2|04t MH|A0| Hefs A,

o) SolarWinds &2% 352 (20204)
20204 2, SolarWinds2| Orion ZHZ0|
SolarWinds2| HE D= MHAO &ESHH] &
HH 22 = AT

-

Ok

[m]
o

-
=]
e

0x

d) event-stream I{7|X| 24T E 4@ (2018)
20189, npm&l 27| Y= JavaScript 7| X2l event-streamd| 2 FET}
HUZAJLE SAX= 7| X[ &e| Hets g 7, 54 Yy XS g€Hd=

IEE F7t

2

Ct.
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o
HY Z2HES H0 T AZEY0 HEfAO
S01, LogaShell F2fHO| E% 42 7O AIAR0] Fets &

70| ZI5 XIS HEH0F .

2 0@

b) Aot =0 ZQA
XZ Utils2t event-stream Atdl= QLEAA HILENAN M2 A5 £Ms
HOZC Has] =7 SHE0 Ute ACCZ2= HOotZ HAS &~ IOM, MX{st
TE 2|Het X&XQl 2LHZ0| 5T
C) _L:.DPEO[-_I %JC_)LA
SolarWinds Atgll= AZEL0 SZL MA0f Csh 20t Zste| HR NS LRSI 7Het
IPHEE B 7EK] M SAH O 22 BOF XX|7F QS|

d) M3 IS | B2(| 52

[ T

Log4Shell A0IA = 4 AKOI, F4HO0| EHE = L& X HE0| SLaott
Lt B2 2E0M G5 Fofet TS AEStal L0, XISA21 IfX| &2|0 S240]

LRE}

e) 7HLA WSt HOH 1A M1

Ol2fer MUS2 WEASS HOt QA H119] ARYS BHHEN. 2844 HEHES

0123t AlHSE Sl LEAA ADELNQ EOt2 Has| 7&Kl ZHI7t Ot 2t
AwUE M9 L= Q4 Helvt R tMYE & 4+ AN, 7Y IS

A
- T
Ol2fet nES HIEC 2 TS Yatd 2ot YRt A Hots &olof & Z0[T.




QEAA DO} BRE A U HMS SBOM HAAS HOM O BHs yooz
S| 0 QLY. 0]0] ¢igE SBOM #E A MQlotl, £ F7+52 LEAA HOt
B 534S LA}

-202349 3 QEAA ATEY 0] EOHH(Securing Open Source Software Act
of 2023)*%" ot

* CISAS] O3t Z5): QEAA ZIOFY A, QMM AIZ IR, BIZt 22 Tj0] #2 5
- 20234 9L: CISA, ‘QEAA ATEQ|0] HOt 2 gt

*QEAA D2 AFA(0SPO) 2 710|= 74 A 2
*SS A UL IS T 2 AR W= X[E

= =

b) fEIE (EU)
- 20243 ‘EU ALO|H{EQHH(Cybersecurity Act)’ 7HA O|K
* QIAA ATEQ MO HOtOIZ H|H E¢
-2024A 10&: NIS2 X|&| 0|8l 7

o
22 SN LYK QEAA ATE 0] HOt Ti2| 23t 27

5t

0gs
- 2023 1228 "AO[HEQ M 71
*FQEAA ADEQM HOt U3tE flot = A &g 4=
-2024: ‘ATEQ ] E2| 710 =240 LHE 0
* QOAA ATEQ O] A A| EOF 22| Bot X|A|

38) Securing Open Source Software Act of 2023: https://www.congress.gov/bill/118th-
congress/senate-bill/2201

39) CISA Open Source Software Security Roadmap :
https://www.cisa.gov/resources—tools/resources/cisa-open-source-software-
security-roadmap
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a) ©A 7|gtop

O:

2. QEAASWAIE 7I0|E -7 | H

- 2024 18 ‘AR X|YS 95t 23U NS 7|2 £ 37 23Y 2
HE MH
*ADEQNE ZHRE E522 X|F
b) EOF st M=
- 20244 5tV HYE SISTF L9 KA
*QEAA HOFYM 23 S H|=af 9ot =2
-20254: ‘2L AIO|HEOH 7|24 &) 42 o™
*QEAA ATEQ (] HOE 5} Bior It
OAMAE S
- 2024E~2025E: o=, =39 ME 5 §F At 20101 CHet @LEAA HOE A
=L
= IH XY *'-."/?HHI A/ A7)
o= o DEQ 0] 2o 2023 38 (H[2h)
EU APO|H{E Qe 4K 20244 (01H)
U= ALO|HEOF MEF THY 202343 12&
5= 39 HHst 7|2 20243 1€
0215t 224 S22 LEAA ATEQ 0] HOM0| Ha3| 7|82 EXME E0 =7t
QIR AN PPl sA QAR QIMET QUSS HOEL}, 7S 0/2(8t 74| 2t
H3I0]| HSTIH LEAA AHS HAMZS MAESHY, HOF 2| MAHE ZsfooF & A0|Ct.

40) S5 oryst 7=
sDocInfoR#

&: https://www.law.go.kr/IsInfoP.do?lsiSeq=2572718&viewCls=IsRv
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AA HOF FOFHE RIHO2 #2|ol7| PloiAls SBOM 2|20 = THfet %eto|

= =
ER5IT 07|A= FoF™ 2918 H ZLHE, 210 IHX| 2] 3 fH|0|E H=H0| thot

FOPE AN KISOI BLIEZIS QEAX HOt 22| #40ICt 0|5 Sof ALg 59
OEAN HEHEC| YT FUHS NP Aot the e 4 Tk

a) MSEHE FAH AN L 8
- SCA(Software Composition Analysis) =7t AFS
*0fl: Snyk, WhiteSource, Black Duck &
- CI/CD mo[Z2Ql0f FoFd AN S
* e S IFEUIM AIS 22 FOFH HAL
b) AAIZH RLIEY AAH 1%
- CVE CIO[E{H|0]| ALt AT E HLIEE AAR 5
- QEAA DZMEO| Hot ZX| 7= & 2LHE
) FOFH MZIE T2 @MAQ MF
- CVSS(Common Vulnerability Scoring System)*"” &&

- HIZUA HSITE afE A Bt 4

FoUY M2 CVSS H= S Alzt
= 9.0-10.0 24A|ZEOLH
=S 7.0-8.9 134 OJLY
s 4.0-6.9 1712 OJUH
EN=) 0.1-3.9 371E OJLY

41) CVSS(Common Vulnerability Scoring System) : https://www.first.org/cvss/

@
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CESH JHEAL Wt HOt QA M SQSIC. JiE =7 HARE 202 135k=
“Security by Design” ¥2lg M35, /fYUXS0| QtXe LEAA ALE HHES

LX|SHES SHOF Bt

6) LEAA HOFFOFY H|O|EHH|0|A H

otHE EMHOR BASH| YMAE MR 4 U HYH
HOIE{H0|ASH TS B2 =17t WRSITE O7|AE £ FHOHY BlO|EH0|A%t
7 U SYE0| ot AL
DL FO Hl0|EHI0|A

a) NVD (National Vulnerability Database)
;0= FYEEI|SHAANIST)

_IL._O

- EXI: CVE(Common Vulnerabilities and Exposures)S 7|#Q2 $F LZHO|
FUH HE M3

- &3 https://nvd.nist.gov/

b) CVE (Common Vulnerabilities and Exposures)
- 2% MITRE Corporation
370E AtO|H HOt FOFHO|| thet BE AEX} XZ

-E4
- & 3: https://cve.mitre.org/

) OSV (Open Source Vulnerabilities)
- 2%: Google & LEAA HFLE|
-EX QEAA D= MEQ| EatE FUM H|0|E{H|0|A
- &3 https://osv.dev/

d) GitHub Advisory Database
- 2% GitHub
- £ GitHub ME{A LH2| HOt £ HE MG
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- &3: https://github.com/advisories

e) Mitre2| CVE

- 2% Mitre

-SX: 48 OIZUAOIN U HITI) AA DRHES HIR5H0] YR RO
FOPEO| ChEt R HIB, FOMH B I CVE ¥S7} 2O0islof 22|

23 https://cve.mitre.org
- 0) CVE-2015-5211 Of T3 CVE ME

CVE-2015-5211 (NVD). . 1

rsions « SCAP Mappings * CPE Information
Description
Under some situations, the Spring Framework 4.2.0 to 4.2.1, 4.0.0 to 4.1.7, 3.2.0 o 3.2.14 and older unsupported versions is vulnerable to a Reflected File Download (RFD)
attack. The attack invalves a malicious user crafting a URL with a batch Script extension that results In the response being downloaded rather than rendered and also includes
Some input reflected in the response.

i Y.
+ CUSS Severity Rating » Fix Information » Vul

References

Note: Referances ara provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intanded to be complete.

K-Vector/

trust
« MLIST: [debian-Its-announce] 20190713 [SECURITY] [DLA 1853-1] libspring-java security update
« URL:https://lists.deb Its- 01

Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this
vulnerability was discovered, shared with the affected vendor, publicly disclosed, or updated in CVE.

For More Information: CVE Request Web Form (select "Other” from dropdown)

—_

. Sonatype OSS Index

- 2%: Sonatype

- E£%Z: Maven, npm, Go, Pypi & 2] R&2| Package Management OflA] 2 11F
QEAA FOFY HE H|O[EH|0|A KIS

- 23 https://ossindex.sonatype.org
o Of) CVE-2015-5211 0fl CHSH OSS Index HE
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#® Report advisary or correction

Vulnerability

CVE-2015-5211

Description
[CVE-2015-5211] Improper Input Validation

cvss score

8.6

Under some situations, the Spring Framework 42.0t0 4.2.1,40.0t04.1.7,32.0
t03.2.14 and older unsupported versions is vulnerable to a Reflected File
Download (RFD) attack. The attack involves a malicious user crafting a URL with a
batch script extension that results in the response being downloaded rather

SeeMore
Attack vector Attack Complexity Select an ecosystem and component to get info on affected versions
Local Low
Maven=  orgspringframework spring-web =
privileges Required user interaction
Hone R AFFECTED VERSIONS
Scope Confidentiality Impact —
Changed High i
[4.0.0,4.09]
Integrity Impact Availability Impact
High High [4.1.04.1.7)
evssvVector [42.0421]

% CVSSI3.0/AV:LIACILIPRIN/ULR/SIC/CHIHIAH

owe

is for org springframework spring-web

Not Recorded

7) QEAA HOI M3 £ U ST

(O OWASP Dependency-Check

-Jls B2ME S| S&YS EA010 YT FUE AlE
- X A04: Java, .NET, JavaScript, Ruby &

- &3 https://owasp.org/www-project-dependency-check

@ Trivy
- 7|5: ZiH|0|4 O[OfX|, IAUAAR Git MEA0| FoF™ AH
- %) W2 ATH AT, O3 B K|

- 213: https://github.com/aquasecurity/trivy

® Grype
- 7|&: ZAH0|H 0]0JX| & THUAAEIO| FOFE AZH
-EA 22 HEL HE AN S

- & 3: https://github.com/anchore/grype
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0| EICt, E3t

TEQOQ AL i1‘=,':, At&3HE DevOps

Tt sy x
At

NS  HAmoIE
20| £OtS SE501 T TIH0|AQ| HOt

He|E 2=tk Ak Q01

9) ot? S 2ot |
ot=ol ADEQ0 e &F, 55| 33 F=21 W7|Y¥0] FEoh= SIAAE S§)
DZHENAM ot? S5 22t Hele S5 ZHEAL e 28t £=20[0. SBOMO|
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2101 J§ =0t 7H0|EPE AUSt0] SEQULE 015 Sl MA| ATEY 0 SFYU°
[eZ]
=

o =

Ej|, ZZ 22 5| IZHENMNS HEES H2|HA(SMS) S“4S 22510
SPYQIRIQl HOF R3] 7S HPEOR WIS e 4 Lt 0l MA| ZRHEQ)

10) DevSecOps
20124 7IELE “DevOpsSec: Creating the Agile Triangle”™ 0|2 21MES
Salf DevOps O|UME|E0| 20t 7[8tg 55 HRIt U= AHAE ZASH| Yol
DevSecOpszh= 7HES ATHRICE DevSecOpse= ATEQ|0 7H2(Development)zt
2Y(Operation), E2HSecurity)2] ZHHZ OHE2/AH 0[N 7HLAR}, Y, HOt M2}

o] 251 Y, SEE dxok= JHEESE A0[ei.

@@ + )
DivOps -

Automation Security

O|0JX| £X : RedHat

42) SR HEESMQIH S| Z2Y HOt 7H0|Z2H0!1: https://www.kisa.or.kr/ 2060204/
form?postSeq=15&page=1

43) 1ol |2 SR, ADEQ 0| JHLUEOt 710|=:
https://www.kisa.or.kr/2060204/form?postSeq=5&lang_type=KO&page=1

44) MEHS HE|HA(ISMS) Q15! https://isms.kisa.or.kr/main/

45) DevOpsSec: Creating the Agile Triangle :
https://www.gartner.com/en/documents/1896617/devopssec—creating-the-agile-
triangle
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SDLC(Software System Development Life Cycle) MA|0| ZX 7+s3Ha] 2|0 K==
HOM0| S == ol0F 3T, @=E LEHRI 0iZ2(70[M40il= LEAA FETH60~80%
TotECh= 2 12 Y I DevSecOpsHiM Q3 A2 QEAA F PO CHer 14
Z0|C}. DevSecOps TAOA LEAA FObdS FHol ARZAOIA LiFe A= IR
SQ3ICt

O] 3! O0|FZMH|ALL 22 SAIMQIl V=2 AH0|ESHHME 22|& S 710
US| HYUSHES o= A2 Al 42 LOICt IBMOIM HAISH 28 At (2020)

IBM, Open Source Security Trends (2020)*“Z £5f| DevSecOps ZHOIA £ QEAA
F|okd 2a2|ofl CHoll & O LOFEXAY,

()
Ls

11) IBM DevSecOps 28 At

@xI.AI- xI‘l
HX 27 HQoh A0 CHol LOt0f ST, QEAASWE MEst FHS Sof 0fH
KHt0] EQEHK| mofsh= O] =20 FC.

@ W+

O] HA0NE OldE= fIE 7 G7IR. /st 84 SEt roigd +~ A= 2

—
RRIQ| M3 7154 WKLY,

Fatot 4 HMAE 2ol Lo YR A #ES AZ = A 2T 012A ofH

RIS EH MY 4 UM 2Ot AXIE FL 4= UL

46) https://developer.ibm.com/recipes/tutorials/open-source-security-trends—for-2020
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@ Tis3t RI=3}

LEAASW JHGE 5 & U= WS2A0[H 22t HIAE & QEAASW HO
EE2M0| UL SonarQube” Z2 DL EZ T1E ALEotH QEAASW 2HRAS
FHI0 KOt ZoS dARICR EHXE 2+ QU

2 $A1 EJOH AX Hotg XMEot JHUI2MAQ RE HAH 0| HOt AtelS #elsk=
Ol TE6H0F STt DevOps TEH| SecurityS ZA&8t DevSecOps ZEIS AHEHSIH HOt
MO B3IE FF0t= O =20] Hf

® Z4H|O[L HOt R At HE
TEO|Hek= AR 2EMME Leidd [ 22te2] 01740] QU

OEEARS Y2

D= HO[E{0] Y5 2E MESITH.

_L?E

12) GitHub 7|52 &85t HoF 22| At
GIHUDS AATC KA ga] AEET QU= Z2 GitHub Octoverse (2021 X2 2
HH Fortune 1000 7|¥ & 84%7t GitHub EnterpriseS Akot QJUCH ST 104 S
Z2 GitHubOIA = Efzél ATE AL 7I5S U MER 71552 F7t6td U,

o] Eott A E LIt 7[5S MESoll A0 =51 ULt O3 Bt V1S5S 28

SO e A S A HELIAY ST,

ol

(® Dependency Graph
DEHENM AL 32 2/ 2tojE82] HE
2io|E2{2| et 2fo|Eei2| M HESS X3l 4~ QUCh Ruby, Javascript, Python &
CHksH A1019F 7| X| BHLX{Z X|EICE. Dependency Graphis AL Q1 240t OtLi2t

g EWFz JIsot. A48 ¢
OolIC|

=

47) SonarQube : https://www.sonarqube.org
48) https://octoverse.github.com
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AHAlQ| DREMES ARG Q)= [H2 TR ME L 510|584 QIC}

H kubernetes / kubernetes @ Watch ~ 3.3k r Star 742k W Fork 269k
<> Code () Issues 19k 19 Pull requests 963 ® Actions [[1 Projects 6 @ security |22 Insights.

putse Dependency graph

Contributors

Communty Dependencies | Dependents

Commits These dependencies are defined in kubernetes's maniest s, uch 35 .. /book/packagejson and .. /fluentd-

es-image/Gemfile.
Code frequency

Dependency graph @ Dependencies defined in _./book/package json 16
Network
Lo todash /lodash sara
Forks
> 4B meandre/ cryptiles ~aaz
> @ GithookiO / gitbook-cli “2aa2
=% WebEngage / gitbook plugin-copy-code-button .02
@ Bandwidth / gitbook-plugin-custom-favicon 0
= GitbookiO / plugin-ga gitbook-plugin-ga “aea
@ matsnovak / gitbook plugin-insert logo ~es
> (2) JooVicek / gitbook-plugin-mermaid s

@ dependabot

OD2HENA AFREQ QEAASW = Q2 HAMO| QUCHH Pull Request(PRIZ 7151
ZLCh IR = HEE 2| X YEE HESHH M2 HEE Merge(HANE 2= A

et
]

[Security] Bump bower from 1.8.2 to 1.8.8 #80

(0580GHBOL 101 SRk mater 1 epdubrm s a1, 7 5 890

& Conversation O & Commits 1 W Checks 0 i Files changed 4 +2 -2 mam.
Bumps bawer from 18,2 10 1.8.8. This update includes security fixes.
Bw———"
Sourced from The Node Security Working Group. T casamig

Arbitrary Fite Write Through Archive Extraction
attackers can write arbitrary files when a malicious archive is extracted.

Affected versions: <1.87

» Release notes
> Commits.
> Maintainer changes

Projects

Milestone

Mo milestone.
Dependabot wil resalve any conflicts with this PR as [ong as you don't alter it yourself, You can also
wigger a rebase manually by commenting edependatot rebase

Hotifications.
"

4 subscrive

e

» Dependabot commands and optians.

T participant
1O (Security] Bump borer from 1.8.2 to 18,8 = o) e AAGES gy

© @ dependabot sa:’ addo [ETEEER

T tabels 7 days ago.
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@IE A

TE AHE2 GitHub HIOJEIE SEC= MEEL. T= AH0| 2y

}Ol'

= H 2= git

pushOllA] MZ2 FIXHE 20t F|ofd0] A7 &1 Zik= 2 QF0| AF BAIEM 3=
(0]

AIHE2 MAMM 7HY T2 E A|ME 24 ATl CodeQlE AHEdH=E, 0l= HA|
F|OMMG Yi7ioH= £(119] 7|2 JHX|1 QUL QEAASW TAE AL 222 HIET
ULCH

Pull requests Issues Codespaces Marketplace Explore

& github-demos / code-scanning  Private DWatch + 0 frsar 0 g Fork O
Code Issues ) Pull requests 1 *) Actions. Projects. Insights Settings @ Security 3
o Code scanning Setup more code scanning tocks
Secixky poly Fiters ~ took:CodeQL is:open [~]
Security advisories o
O v 30pen X 1Closed Branch~ Severlty~ Rule~ Tag~ Sort~

Dependabot alerts.
@ Missing rate limiting
erver/apps/admin s#L48 - Detected on May 4

Code scanning alerts 3
0 @ Missing rate limiting
Codeal server/apps 116 - Detected on May 4
Detected secrets o O A Incor or encoding master
200 onway 4
Q ProTipt You can configure CodeQL to run with additional queries. Learn more
©2020GtHb, e Tems  Priacy  Secrty  Stts  Hep  ComactGitub  Prihg APl Tanng  Bog  About  Reportbug

@ Secret A1

GitHub Private Repository2t Enterprise 0| F7tE 7SO 2 TE LY Secret ZEE
A= 7|S0|0h AATE0 ZHE0 =E5H st TE EES O &+
Commit& At ZHO| 28 AHBS YWX[GH, YX|oh= Secret ZEH0| LALH X|H=

HTTP Z=AZ payload”t MY =LY,
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& Anthophila / Satellite-2020  private ©watchs 2 Hestar 0 YFork 0

©Code (lssues  [lPulrequests 2  OActions [ Projects  EIWki  W)Security 8 i lnsights 3 Settings

Ovenview Stripe APl Key

[Beta) Give us feedback.
o e €D ovwseucsinon
Deoendecy s & GitHub detected now.
Code scanning alerts. ¥ We noticed that a Stripe API Key was committed to this repository.
Detected secrets i 1o your code, pot ly g
=

Line 1in acaerea

STRIPE_API_KEY="sk_1ive_dsvboxacctiDfwsZCICIKLIX"

o Firstinstance of secret detected

o @ tpinte creds Vried ® dodetts

o Resolve this alert
Onca you've revoked this secret, resolve it a revoked here. You can aiso report it a a fae positive or a Resolve -
low-risk/testing secret, of just ignore it.

CI7|17HX| RLELASWE AEdtE Hl A0 7|Y0| &8 + U= 7H0|EE
UOLEHQACE O|X| 7H YUK H{EH QEAASWE A5 H2|sH0f sh=XIE
OL=AL,




Y LELASW UL Tl

©) 2=225w A8 710|= - JY2Rt B

QLEAASWE HEHA = OfE T 27+ 0 =2 Lot UL

|'OII

QLEAASW HHHA EEZZ 2Y56t= SonatypediA 22 HHSH ATEQN
22 FE (2021)70] MEH QEAASW 22 A9l 47 QEAASW MEHA(Java,
Javascript, Python, .NET)O A2+ 33 784071 O|AQ] AR HEQ} IH7|X|7F 5| Of

UL,

CESE 202130 ™ MA 7HLRLS] QEAASW IH7|X| CHRZEE 47 2% 28 7
0140|H, Ol= ™A ThH| 73% &7kt =X[0]Ct.

O|XE +H2 LEAASWIHYAHUEN LEAASWE HHok=
0] FoiME LEAASWE SHIEA| o= Y0 et LhES LOoHE AL SiT,

(1) LELASW ME{H|2] O]3H

QEAASW M0 BBt LSO 2N SEAASW ME|HZ 0[5 WU} ULt
QEAASW ME|ZOl THS T AKX, BRI AR Lirl=H A=

QLEAASW ARLIE| & M, 2|10 QEAASW 7|0A SCE LY EL SeAE=
AOEQ 0 82t SEAL, W= B HE- 7Y, 7IaXE 71Y S0| ULt AHA2E Lt

A2t QEAASWE EE5H= 2X|0] sw;-;srq,

49) Sonatype, State of the Software Supply Chain Report (2020) :
https:/ /www.sonatype.com/2020ssc
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1) LEALASW MEA 74

(D AR}
o QEAASW HFLIE]: QEAASW HERAOIA 512 A3t

o QEMSW ME: QEAASW ARLE|QL HE QEAASW HHE AMOI0IN S5 2S
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7|% QESASW B2 JHo|E

2) LEAASW HFLIE|

O = Ok
= s

QEAASW HILIE|Q AL QfIF J1A0|| H]
HAIRNLF i 7|04k, 70K

QEAASW TEME HMHIEQ|

o
, MY

AFEOf CHol ZIE SfA}
to|of, ARUEl +dESS
SW 7|0fot7| HOA THR7 |2

o
23S

nEHEA Z0| MY
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Oro Al
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s

EEN
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s

0] 5| ==0l, Z2HE 2|H(E=
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LI, sty 7|0 A=
X|EotAL HEZS

3) QLEAASW YT

EAASW MEHA = THYSH QEAASW XHTHO| ZXHSITH QEAASW O|LIMEE
(OSI, Open Source Initiative)2| @2|& eSS 3|F=2 "7IFS0| MUZE - A= HIYL
= XS Sl LELASW Z2HES I35 FLE 4 AN Y230l Tef M
HE0| S7totl AU Ol OFF S22t 20| X|HH. 28 2A s 7I1gs0| &=
4% &Y B2 JoES U Eh SEXHOIEMT: JAX0IX| g2 M-S A=
HE YOI OFF REY 4= AUCH'2t B
EIN EAASW X2 Offi 2 2Tt

@ OSI (Open Source Initiative) - http://opensource.org/

0] ZX2 19984 NetscapedilA| H2S 2Of ARITQAOD], QZAX ATEQO| AIRS
e5h7| floh HEE HAOIC SM= 0S| 2f0|MA HELF &0 § 0SD(Open

o

Source Definition)2 &2[ot1 QIC}.

@ Free Software Foundation - https://www.fsf.org
EAASW 20F0AM FTH 2/
DEQI0{2] Mt Hags

Yol= EHNQ ARE ML

C— AED
— ==
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Developer Certificate of Origin
Version 1.1

Copyright (C) 2004, 2006 The Linux Foundation and its contributors.
1 Letterman Drive

Suite D4700

San Francisco, CA, 94129

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Developer's Certificate of Origin 1.1
By making a contribution to this project, | certify that:

(a) The contribution was created in whole or in part by me and | have the right to
submit it under the open source license indicated in the file; or

(b) The contribution is based upon previous work that, to the best of my knowledge,
is covered under an appropriate open source license and | have the right under that
license to submit that work with modifications, whether created in whole or in part
by me, under the same open source license (unless | am permitted to submit under
a different license), as indicated in the file; or

(c) The contribution was provided directly to me by some other person who
certified (a), (b) or (c) and | have not modified it.

(d) I understand and agree that this project and the contribution are public and that
a record of the contribution (including all personal information | submit with
it, including my sign-off) is maintained indefinitely and may be redistributed
consistent with this project or the open source license(s) involved.
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#3107 by kyungtaak was merged 11 days ago - Approved £ 4 of 7

i Remove y i itution v testbedd (=
#3063 by kyungtaak was melged on Feb 7 « Approved 40f7

i #3054 fix Bugs relative to TimeFilter on Dashboard  |@dashboard |testbed2 3
#3058 by eltriny was merged on Feb 12 - Approved - 10f 7
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58) Kubernetes Contributor Guide :
https://github.com/kubernetes/community/tree/master/contributors/guide
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z‘(d) ‘/5 cla-bot bot commented 6 days ago
-

Thank you for your pull request and welcome to our community! We require contributors to sign our
Contributor License Agreement and we don't seem to have you on file. In order for us to review and
merge your code, please follow the link above and follow the instructions. If you have questions or
believe you've received this message in error, don't hesitate to contact Aaron Williamson, our
General Counsel and Director of Governance.

CLA has not been signed by users @0Ogadai

CLA Bot (0]0|X| £X : https://colineberhardt.github.io/cla-bot )
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4) Pull RequestE M52t
71018 LY0| D5 ZH|7} EICHR, Pull RequestS 3 7|012 HISsICt
@ Pull Request Al7|

UL O Z THS A& A Pull RequestS MASITE
o MASHSY AR HE (Of: QEL HH 27 S
o IssuelllM O|0] =217} & Arete| 24 A%t

Pull Request= Z10| 22 = 0|50] 50 5h= 4L OfL|CH 7FsSt Pull RequestE &
MMGH CHE AIFEQ| MEHS "= A Z0 M= 20| “WIP” (Work in Progress)2til

=]
=2
(501 OFX Tdl SO 2402t AL, US| AMEA H B2 Commits F7te

29

@ GitHubOIA2] Pull Request =Xt

YEHOZ QEAASW Z2HE = L5 EXIHZ Pull Request & A5 27

2

.

GitHub

https://github.com/[upstream]/[repository]
Step 1. Fork
Step 7. Create Pull Request

Step 3. Fetch and

Rebase https://github.com/$user/[repository]

Step 2. Clone
Step 6. Push

Local
<

—

Step 5. Commit

Step 4. Create a branch

Branch : mybranch



Step 1. Fork

Upstream RepositoryS AHQ| GitHub A2 Fork™ StCt,

Step 2. Clone
Forkt RepositoryE AHHQ] Local working directoryZ Clone SiCH.
$ mkdir —p $working_dir

$ cd $working_dir
$ git clone https://github.com/$user/[repository]

Upstream RepositoryS Remote 2|ZE E2iX[*0f F7}5HCH,

$ cd [repository]

$ git remote add upstream https://github.com/[upstream]/[repository]
# Confirm that your remotes make sense:

$ git remote ~v

Step 3. Create a branch

HX| main branch®’Z fetch2f rebase® 510 Z|Al AEIZ QX[GICE

$ cd $working_dir/[repository]
$ git fetch upstream

$ git checkout main

$ git rebase upstream/main

2|1 I§4E branch®l myfeatureS A4St

59) Fork : https://help.github.com/en/github/getting-started-with-github/fork-a-repo
60) 2|2 E =2HX| : https://git-scm.com/book/ko/v2/Git-E2iX|-2| 2 E-EHX]
61) Git EiX| - EX|2t 2OI0U7} : https://git-scm.com/book/ko/v2/Git-EHiX|- 22X |2t-

201017}

62) Git E24X| - Rebase 517| : https://git-scm.com/book/ko/v2/Git-E2iX|-Rebase-ot7|
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$ git checkout b myfeature

Step 4. Keep your branch in sync

BranchZ fetch®} rebase®dt0] Z|4 HEHZ QX[SICY,
# While on your myfeature branch

$ git fetch upstream
$ git rebase upstream/master

1 MEHOIM code ZtAS it

[

Step 5. Commit
28 AFS commit® it

$ git commit —a -m '[commit message]'

Step 6. Push
myfeature brlanch® 7% AFEE A2 GitHub RepositoryOfl Pushtct,

git push —f origin myfeature

Step 7. Create a pull request

GitHubOIA XFA12| Repositoryd 7tH Compare & pull request HHEO| 2 s}=l
A2 & = U0} 012 =21M Pull RequestE MBI,

= OO L

63) Git 224X| - Rebase 3}7] : https://git-scm.com/book/ko/v2/Git-E2HX|-Rebase-5}7|
64) Gite 7|& - ™ot MEA| XZ&ot7|
- https://git-scm.com/book/ko/v2/Gite]-7 | Z=-4=Hot 1 -KMEA M -XZot7 |

e
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* Git cheat sheet®

o Doit! XSO0l 2 2A E2|X} 21825 A2
o SILEEA OfoHEr 4~ U= Gt YR

Pull Request?} XS0|2tH
o Pull Request?} XZ0[2H Make a Pull Request®®(H|C|2 Z2])

=
=
o IESE First Contributions®0flA Pull Request == 1S H&8 4= QL

O

5) Feedbacks gtot2t

7|HE MSotH Z2ME = 2F Feedbacks & =L

UHHOZ Feedback 7HMO[LE HE ARSO| OfH MO = FEo=X|, of 12 &
FEHSIFE=X] S| AHE QTSI 0] Feedback HZE= HE6H| KBS £

71049 &2 =0I= 2HF0[2fAl &0FS0l= Z0] L.

Feedback2 E& Ct5 Ul 7HX| & SHL{0H| oS RICH.

65) Git cheat sheet : https://training.github.com/downloads/ko/github-git-cheat-sheet
66) Do it! XI20{Al 2 2A] 22|t 2 12 : https://opentutorials.org/course/2708

xS

Upstream Repository2| #2|Xt= QFE Pull RequestE HESIH Merge

67) 7L 2 OlaiE 4 U= GItYE : https://backlog.com/git-tutorial/kr/intro/

intro1_1.html
68) Make a Pull Request : http://makeapullrequest.com/
69) First Contributions : https://github.com/Roshanjossey/first-contributions
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« Contiuous Integration - Travis™

o Contiuous Integration — CircleC*®

95) Cl Travis Cl - https://www.travis—ci.com
96) CircleCl = https://circleci.com
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o Test coverage management — Codecov””

e Pull request management - Pull Panda™

 Dependency update management — Dependabot®™
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4) README.md &4 &
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97) Codecov : https://about.codecov.io
98) Pull Panda : https://pullpanda.com
99) Dependabot : https://dependabot.com
100) Make a README : https://www.makeareadme.com




7|% QESASW B2 JHo0|E

Shields*"E 0|850{ H{X|S BHS 4= QUCH.

Visuals

Fo2 USEX| AF2L0|LL HICQE FRok= 40| ECt. GIF A#A0] H HO|
0|8 ELC ttygif 8 &83tHL O Hust MUS siMe Asciinema'™ &
gt

Installation

Yarn', NuGet'™, &2 Homebrew'*2t 20| 7 HEfA| 2to A HX|5t= LS XQI
WHO| AS =& ULt TI2{Lt O] READMEE Si= AMEE0| OFF XY ZRE
ol 23 O HAMet 710|EE MSoH7|E FHetCt. 2 HAE BeohH Lok
A2 B53E HHotd MES0| WEA Z2HMES Aol & = ULF ot} 2ot
S HHO D=2 AHOLE XM Ml 4~ U= B2, 2 YT E2
SEHoZ MX|oiof ot= ZR2HH Requirementsets A& SIS F7tots 20|
Zrot

Usage

HAIE S0l 20F1 OdE= 205 20E0 Fulet 6lAIS READMEN 25

LIESHA| 2otiAM 22 MAlots AEH AE ddoiz + U=

HIAIE MlSok= Z40] o Rt
Support

AYE0| £82 T WS MBI Ol EF7L € 2 Q1
50l 2 £=E Lt

101) Shields : https://shields.io

102) ttygif : https://github.com/icholy/ttygif
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104) Yarn : https://yarnpkg.com
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112) Atom - Contributing to Atom : https://github.com/atom/atom/blob/master/
CONTRIBUTING.md

113) Kubernetes — Contributor’s Guide :https://github.com/kubernetes/community/tree/
master/contributors/guide

114) Armeria - Developer guide : https://armeria.dev/community/developer-guide
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115) Maven CentralOf| BiE3t7| : https://dzone.com/articles/publish-your-artifacts—to-
maven—central

116) npmOi| BIE3}7] : https://docs.npmjs.com/creating—and-publishing-scoped-public—
packages

117)PyPI0ll BiZESE7| : https://packaging.python.org/tutorials/packaging-
projects/#packaging-python-projects

118) Y%t GitHub Actions workflow 22 : https://github.com/sdras/awesome-actions
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119) GitHubOllAl Issue templateE == Y : https://docs.github.com/en/github/

building-a-strong-community/manually-creating-a-single-issue-template-for-
your-repository#adding-an-issue-template

120) GitLabOilA] Issue templateg PH== 2 : https://docs.gitlab.com/ee/user/project/des

cription_templates.html#create-an-issue-template

121) Ol R1E3] O Al 23 : https://github.com/stevemao/github-issue-templates
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© Add warmup lifecycle to Server (R
#3278 opened on 12 Jan by ikhoon

® Does this project use semantic versioning?  discussion
#3277 opened on 12 Jan by anuraaga

© Add log on HttpDecoder

#3276 opened on 12 Jan by TheWeaVer

® New I-D ratelimit ref ' documentation
#3264 opened on 5 Jan by ioggstream E:D 1.6.0

https://github.com/line/armeria/issues/
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Label issues and pull requests for new contributors

Now, GitHub will help potential first-time contributors discover issues labeled with (gaad firstisste)

Go to Labels

https://github.com/line/armeira/issues

3) Pull request 2 best practice
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122) GitHubOlA Pull request templateE HE= @8 @ https://docs.github.com/en/
github/building-a-strong-community/creating-a-pull-request-template-for-your-
repository

123) GitLabOllAf Merge request templateg Pt== @ : https://docs.gitlab.com/ee/user/
project/description_templates.html#fcreate-a-merge-request-template

124) Pull request ®IE& OJA] ZF : https://github.com/stevemao/github-issue-
templates
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125) TODO Group survey : https://github.com/todogroup/survey/tree/master/2019

126) "How to create an open source program : https://todogroup.org/guides/create-
program/
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130) Linux Foundation2| Generic FOSS Policy : https://wiki.linuxfoundation.org/_media/
openchain/If_compliance_generic_foss_policy.pdf
131) Google?| Sample Policy : https://opensource.google.com/docs/

132) NIPAS| 7|1 Z7HSW AHEA OpenChain 2.0 a4 : https://openchain-project.github.
io/OpenChain-KWG/guide/nipa_openchain/



IV. OSPO
2.0SPO +4

Linux FoundationO| 75t Open Source Compliance in the EnterprisedlA{= 0|2t

D= MAS 25t QU0

[%)
i 5 <y N
Proprietary software b I 5 .
3" party software — ) S IS Notices
s N g Source Code
Open source software S g &
& -
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133) https://openchain-project.github.io/OpenChain-KWG/guide/nipa_openchain/
appendix/2-process-template/
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134) How to Create an Open Source Program : https://todogroup.org/guides/create~
program

135) Measuring Your Open Source Program : https://todogroup.org/guides/measuring

136) Tools for Managing Your Open Source Program : https://todogroup.org/guides/
management-tools

137) Autodesk’s OSPO : https://bit.ly/3mVdiOl
138) Comcast Comcast’s OSPO : https://bit.ly/2RAIW1A
139) Comcast’s OSPO : https://bit.ly/2RAIW1A
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* Facebook'”
* Microsoft'™"
* Red Hat'?
* Salesforce'”
o SAP™

o Uber™

* Yahoo/Verizon Media™®
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140) Facebook’s OSPO : https:/ /bit.ly/3gkwOmg

141) Microsoft's OSPO : https://bit.ly/3eajxKm

142) Red Hat : https://bit.ly/3xfk3iW

143) Salesforce’s OSPO : https://bit.ly/3akfzgR

144) SAP's OSPO : https://bit.ly/32sVznS

145) Uber's OSPO : https://bit.ly/2Qcxwar

146) Yahoo/Verizon Media’s OSPO : https://bit.ly/3mYRmBP
147) SKEZ OSPO : https://sktelecom.github.io/about/ospo/
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